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Marlene H Dortch, Commission Secretary
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Washington DC 20554
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Dear Ms Dortch:

Pursuant to 47 C.F.R. § 64.2009(e) New Horizons Communications Corp. hereby submits
its annual 64.2009(e) CPNI Certification.

If you have any questions or should you require any additional information please contact
me at the below. Please acknowledge receipt of this filing by date-stamping the extra
copy of the explanation letter and returning it to me in the self-addressed, stamped
envelope provided for this purpose. If you have any questions, please contact me at the
below. Thank you for your attention to this matter.

'r-
nald A. Sheehan .

Tariff and Regulatory Specialist
420 Bedford Street, Suite 250
Lexington MA 02420
Phone: 1-339-222-75.18
Fax: 1-781-207-0458
Email: rsheehan@nhcgrp.com

No. of Copies rec'd 0
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Section 64.2005

••EzEEliEESE:

Use of customer proprietary network information without customer
approvol.

(a) AN; leleoolllllumications carrler may use, disclose, or permlt access to CPNI for the purpose of
providing or J1UU"kctlng service offerings amonlltbe categories ot service (i.•., local, intercxchunge, and
CMRS) to which tho customer elrcady subscrIbes froroth. sam. carrIcr, without cu,tomer epprov.l.

(1) If a tclecomrnunicolions cerrler provides different colegories of service, ond n enstomer
subscribes to more than Olle category of service offered by the cerr!or, the cerr!er is permitted to share
CPNI among the carrier's efli1lalCd entities tillit provide nservlce off«Ing 10 Ul. customer.

(2) If a lelecommulllcnlions c"rier provides dllfcrcnt categories of service, but a eu,tomer doca
not subscribe to more then one offering by tbe carrier, tba corrIer is 1I0t permitted to share CPNI with ils
affiliates, except as provided in §64.2007(b).

(b) A telecommunications carrier may nOl use, disclose, or permit acees. to CPNI to market to a
customer service offerings that are within a calCgory of service to which lhe subscriber docs not already
snb",ribe from lbat cmriOl', unJ... tllllt carrier hns customer approval to do '0, except as descnoad in
p....graph(.) ofthls saction.

(I) A wlroloss provider may use, disclose, or pennit access to CPNI derived from lis provision of
CMRS, without customer approval, for the provision ofCPE end informatioll service(s). A wirolIne carrier
moy use, disclose or permit acces* to CI'NI derived from its provi~ion of locn! exchungc service 0'
Jntercxchang~ service, without customer approval, for the provbiou of CPB and taU an.werlng, voice moil
or messoging, voice storage and rctrlaval services, !'ax store and forward, and protocol tOllvmlnu.

(2) A telcoommunioations carrier may not use, disclose, or permlt accoss to CPNI to identify or
track cUSlom",~ dIet CIlU compeliDg IOrvlc. providars. For example, a local ~xchanga corrlcr m8.Y not use
locol servlee CPNI19track oU cuslOme" lh.t ccll local.crvlce competitors.

(c) A teleoolllllJunicalions carrler may us~, disclose, or permit access to CPNl, without customer
approvn!, as described in thls paragraph (c).

,
(1) A telecommunications carrier may usc, disclose. or permit acee.ss to CPNJ, without customer

approvol, in Its provisionof 1n*lde \.utng ""'taUatlon, maintenance, oud repair .ervices,

(2) CMRS provide1'S may usc, disclose, or pcnnit nccess to ePNI for tho PUlpo" of conductlng
research on tho health effects ofCMRS•
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I, Glen Nelson, Vice President of New Horizons Communications certify that I am an
officer of the company named above, and acting as an agent of the company, that I have
personal knowledge that the company has established operating procedures that are
adequate to ensure compliance with the commissions CPNI rules see 47 C.F.R. § 64.2001
et seq.

Attached to this certification as Exhibit "A "is an accompanying statement explaining
how New Horizons Communications Corp.'s procedures ensure that the company is in
full compliance with the requirements set forth in 47 C.F.R. § 64.2001 et seq.of the
commissions Rules

"
H,

,••zEzSIEEEE

Name:
Title:

Glen E, Nelson
Vice President
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Annual 47 C.F.R. § 64.2009 CPNI Certification

EB Docket 06-36

New Horizons Communications Corp., has not taken any action (proceedings
instituted or petitions filed by a company at either state commissions, the court system or
the Commission against data brokers) against data brokers in the past year. Companies
must report on any information that they have with respect to the processes pretexters are
using to attempt to access CPNI, and what steps companies are taking to protect CPNI.

New Horizons Communications Corp. has not received any customer complaints
in the past year concerning the unauthorized release of CPNI (number of customer
complaints a company has received in related to unauthorized access to CPNI or
unauthorized disclosure of CPNI, broken down by category or complaint e.g., instances
of improper access by employees, instances of improper disclosure to individuals not
authorized to receive the information or instances of improper access to online
information by individuals not authorized to view the information).

Name: Glen E, Nelson
Title: Vice President



(3) LECs. CMRS providers, and Interconnected VolP providers may uso CPNI, without customer
approval, to market services formerly knownns adjunct-to-basle service" ,uoh as, but not limited to, ,peed
di.ling, oomputer-provided directory lISsisullICIl. call monitoring, coli troolng, cell blocking, coli return,
repeot di.ling, eolltrooking, call woll1ng, caller 1.0., cill forwarding, and certain Centre" fo.tm....

(d) A tolecommunlcations cmior m.y use. disolose, or pormit aoCess to CPNI to protect tho rights
or property ortho carrier, or 10 protect u,exs ofthole ,erviees and other ooniers ftom frondulen!, abusive, or

711. Company IIos odopled specljl. CPNI poll.ks 10 Cllsllr. Ihal, III P,. absel'•• of,"stomer apprllVal,
CPNI Is only IISed by Ih. Company to provld. or market servl•• offer/lip amalle tl,. calegori.. of
servlc. (ll!., local. /"terl!.Y.Cllang., olld CMRS) 10 Ivfllcll 11'0 customer already sllbserlb's. Tile
Company's CPNIpolicies prohlbilihe .'Iarlnl: 01 cpm lVi/h offllln/ed COli/ponies, e=pl as perll/Illed
IInder Rul. 61.2005(0)(1) or 1VItI, cllslomer approvalp.ltsuallt 10 Rlllo 6I.2007(b). Tile Ollly """,p/iolls
to PI..epollcle.f ora aspenllll/ed IInd.r 17U.S.c. § 121(d) IIIId1/ul. M.2005.

Section 64.2007 Approval required for use of custonler proprietary nelwork InformaUon.

•

.'.'EC'E".'E.'S'=':

(a) A telecommunications carrior moy oblllin approval through wrIUen. oral or electroulc
me1hods.

(I) A telecommunications carrier relying on oral approval shall bear the burden of demonstr.tlng
1110t such approval has been given in oompH...e wiUI Ule Commissinn'. rules in Ihis p.rt.

(2) Approval or disapproval 10 Ule, dlsclo,e. or permit access to a customer', CPNI obtained by a
teleconuDunlcatlons corrler muS! remain in Mfect until the customer revokes or limits such approval or
dL!approvaI.

(3) A telecommunications cOlrier must maintain records of approval, whether oral, written cr
electronic, for ot least one year.

III ttJl clrculllsiallces Iv/lero CIIS/Olller approval Is raqulred to liSe, Illsclosa orpermit acce,s /0 CPNI, th.
COli/POllY's CPNIpolicies reqllire 11,"/II,e COllipan] obrab. CIIS/Olller approval/lmmgh wrllle", oral or
eleclronio molhods In COII/pllollc, IVItTI Rulo 61.:1007. A clls/olller's approval or dIsapproval ,emallls III
tiffea 1/11/11 tl,o ,"stomer rcvokC8 or limits tl,. approval or r/isapprllVaL 7110 Company malntaills records
01cllslomer approval (wl,elllOr IVrltletl, oralor electrO/,;c)lor a muzlmurn ojOlioyear.

(b) Use ojOpt.Out and'Opt-ln Approval Processes. A telecommunlcal1ons cwier may, subject
to opt.out approval or opt-in approval, use Its customer', indlvidnelly identifiable CPNI for Ihe purpose of
markeliag collUllunicatlons·related servl... to.that cu,tomer. A telecommunications cwler may, subject to
opt-oUlapprov.1 or opt-in approval, dlsclo'e ils cu,tomer', hldlvldually identifilble CPNI, for the purpose
of IMzl<eting communlcaUonl-reJeted service' to Ulot customer, 10 Its agents .hd its armlates that prOVide
commnnicaticns·related 'orviees. A teleconununlCll1lons oonier may .150 permit such person or enllties to
obtain access to mch CPNJ for such purpe,". 1Jx.cept for nse and disclosure of CPNI thot i' pennitted
wlthDut cu.rtomer approval under section §64.200S. or Ihall, dCSClibed In titi' pmgraph, or as otilCrwlse
provided in section 222 of the Communications Act of 1934, a. amended, a telecommlD1ieations carrier
may only use, di,close, or permit ...... to its enstomer's indlvlduaUy identifiohle COO subject to opl-in
approval.

TI,e CompullY does nol IIS~ CPNI for OIly pllrposa (ll/oIl/dlllg marko/hlg eommlln'callolllHellltod
services) 01111 does 110/ disclose orgralll access to CPNI/o allYparty (illeludllli: to age:r.t.f or affilia/estltot
prOVide co,wtlll1lleatloll..,olated services), except I1S permitted lind., 47 U.S.C. § 222(d) alld Rule
64.200$,
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Section 64.2008 Notice required for use of customer proprictary uetwork information.

•

"

(a) Notification. Generally. (I) Prior to lny lolicilatlon for customer approvnl, a
tolccominunicatlons carrier mll.!It provIde notificatIon 10 the oU5tomer oftile cW'toJller'!1 rJght to restrIct usc
of, disclose of; mId acocss to thot customer's CPNl.

____---;;r.;;'Fnnffi{2"1)rn;;;A;;.t"e,lecommunicalions currier must maintnin ll>cords of notification, wltether orol, writtcn or
electronic, tal' at ICiSfono year. .

(b) individual notice to customers must be provided when soliciting approval 10 use, disclose, or
pennlt aceess to customers' CPNl.

(o) Conlent ofNotIce. Cu,tolDcr uotlficalion must provide sufficient infonnalion to enable the
customer to mak" an informed decision n. to whclher to permit t1 currier to USOJ disclose, or pcnnit access
to, the cuslomer's cPNI.

(I) The nolificatlon must state lIlat lIle customer has a right, and the cmler has a duty, under
fedcrallaw, to protect the confidentiality of CPNl.

(2) The notification must specify tile types of Infol'01lltion iliat conotitute,CPNl and Ihe specIfic
entities that will receivc the CPNI, demibe 1110 pnrposes for whieh CPNI will be used, and infonu the
customer ofhls or her right to dlsepprova those uses, and deny or withdraw lceess to CPNlalany Ume.

(3) The nollfication must advise the customer ofllle precise steps Lbo customer mllst take in order
to grant or deny access to CPNI, and must oloarly slate that a denial of approval will not affect (hc
provision of any services to whicll the customer subscribes. However, can-Iers may provide: a brief
slotemcnt, in a clear and nelllnli language, describing consequences directly resulting from the lack of
aece.. (0 CPNI.

(4) Tho notification must h. comprehensible and mllst Dol be misleading.

(5) If "'litten notifiention is provided, lIle notice must be clearly lagible, Use sufficlenlly I"g.
,type, and be placed in an area so lIS 10 be readily apparent to a customer.

(6) If any pOrtiOD of a noll11catlon is trllJJslnted into nnother lnuguege, then nil porUons of lIle
netificatlon must he translated into that lnuguage.

(7) A carrier may slote ill lila notification thnl the customer's approval to uso CPNl may enl,allce
the carrier's ability to offer productslUld serviec.sloilored Ie the customer's needs. A Ollrrier_lso may slate
in the notification that it may be eompolledto disclose CPNI to any peIOon upon affirmetivc written request
by the customer:

(8) A corrIcr nlDY not include in the notification Wly sllltemcnt attempting to encourage a customer
to freeze third-party accc.s.lo CPNI. .

(9) The notification must slnte IIlat any approval, or deninl of approval for 111. use of CPNI
outside ofthe service to wllieh the customelalrendy sub.cribes from that currier Is valid untillhe customer
affirmatively revokes or limits such epproval or denial.

(to) A telecommunications carrier's solicitation for approval mllst bo proximate 10 the
notification ofa customer's CPNI rights. •

The Camplmy's CPNJ policies require Ihal cuslOllltfS b. lIollfled Of Ihelr rtgMs, and Ille CompaIlY',
abllgaJlons, ,....Ith resp.ct to CPNIprior 10 any sollcllittlanlaT cu,lomer approvaL 11/1 required customer
notices (wh.lher w,lIlen, oral or eleclronlc) comply will' Il,e ,equiremellts Of Rtfle 64.1008. 77re
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•

•

Compmry malmalns records ofa/l required cU$/Omer nollces (wllel"" wrllten, oral or eleclronlc) for a
mlnlllunn ofon.year.

(d) Nolle< Req,tire",.nl. Specl/lc 10 Opl-Oul. A !ol.communication. carrier most provIde
notification to oblllin opt-oat opprovnl Ihrough electronic or wrItten method., but not by oral
communication (except as provided in pcrcgrcpll (f) ofthis seolion). The contcnta of any such notiDcltlon
must comply with the requlremcnts ofparagraph (e) ofthis section.

(I) ClUTier> must walt a 30.day minimum period of Urne otler giving customers notice and on
opportunity to opt-out before a!Sumlug customer approval to use, disclose, or ponnit aceoss to CPNI. A
carrIor mlY, in lis discretion, provido for a longer period. CarrieI'I must notify customers as to Iho
.ppllcabloWlIiting porlod for n~ponso before approval i' ."umod.

(i) Tn ti,e caso ofon elcelrOnic foml ofuotification, the walling period shall begin to run from the
date on which the notification was senl; and

(Ii) In the case of notification by maO, the waltlug period 51'011 begin to ruu on the third dny
foDowing the dale lbat thenotlfleltion was mailed.

(2) Carriers using the opt-out mechllnilm mu,t provide nollees to their customers every two
ycarn.

(3) Telecommunications cwers thot ose e-mail to provide opt-out notices must comply with the
following requiromellts In addition to the requirements generally opplicable to notlficallon:

(I) Carrlers mwt obtain expres.s, veriflablc, prior epproVll1 from consumers to send notices vla e
mail regarding their .ervlce in general, or CPNI in partlculor;

(1l) Carriers must .1I0w customers 10 reply directly to e-mails conlainlug Cl'Nl notices In order to
opl"'Out;

(iii) Opl-out .-mallnot;.., tblt are returned to tho carrier as undeliverable most b. sent to the
.customer hI another form before carriers moy consider tho customer to hove recelvcd notice;

(iv) CerricrlI that use e-mail to seod CPNl notic..must ensure tilOt the SUbject line ofthe me"age
clcedy and aceUl'lltely identifies the .ubJectmatter oftho o-mail; Dod

(v) Telecommunications carrIers must make available to every cUSlomer nmethod to opt-out that
Is of no addltlonal co.t to the customer and that is ave!lable 24 hours a day, .eveo days 0 week. Currlers
may ,ali,fy this requlrcment througb a comblnellon ofmethods, so long as all customers hova the abilIty to
opt-outotno co.t and ore oblo to effectuato thet oholco whenever they choose.

1'/,. CompQJ')' does '/101 cllrrenlfy sol1cll "opl oul" cllslolller approvalfor Ihe /lse or dlsclomr. ofCPNI.
71,e COIllPOIl)' IlOIIS nol use CPNI for any pllrpose (Incilld/ng marketlllK cOlllnmnlcollons-relaled
se",I...) «1111does 1I,~1 disclose or grant aceess fo CPNI to «ny p«rl)' (l1Iclut1Jlllllo agentl or aff/llala/hat
provlr1e cOllllllllnlcallo/ls-related services), except as permitted umler 47 U.S.C § 222(d) and Rule
64.2005•

(e) Notice Requl"menl. SpeCifIC to Opt-In. A roleconummlcation, carrier may provide
notiflcallon to obtain opt-In appruvo! th",ugh or.1, wrinen. or olectronie metllods. TIte contenlS orony such
notification must comply wilb the requh'Cmenls ofperagrnph (c) ol thIs .ection.

The Compatly dO....1101 c/lrrently .0Uclt "opll,," cu.tomer approvalfor Ille /I.e or dlscIo",re Of CPNI.
Tile Company does not lISe, dlsclos. or grallt acceSS 10 Cl'NIfor allY purpo.e, to Ilny parI)' or In any
lIIanl,er tl,allVolt'd require a eltslomer's "opt III" «ppro••lllnderihe Commission's CPNI Rilles.
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•

(1) Nollce Requirement. Speclflc 10 One-TIme Usa ofCPNI. (1) Carriers may use oral notice to
obtllin limited, one-Ume use of CPNI for Inbound and outbound customor telephone contacts for 11Ie
d\lllltion'of the call, regardless ofwhether caniers uso opt-oul or opt-In approVlll based on tho nelure of lh.
contacl

(2) Th. content! of any such not!:fiCllllon must comply with ti,e rcquirem.nls of paragraph (c) of
this section, except tilat telecommunications carriers moy omit any ofthe following notice provisions Ifllot
r.lovant to the b'iiilied nse for which ilie came,' seekS CPNI:

(I) Carri.... need not advise custom.... thot if they have opted-out previously, no action is needed
to maintain the opt·out eleeUon;

(il) Carriers need nol advi.. ouslomm thet they /lUIy .her. CPNI with their affiliat.. or third
pllrtles and noed not nome th.s••nUties, Ifthe limited ePNI usage will not resulr In us. by, or dlsclosur.
to, an affiJiato or third party;

(ill) ClUTie"" ne.d not disclos. lbe means by which a cu.tomer can deoy or withdraw future access
to CPNI, '0 longes carri.... expleJn to cuslomers thet tho scope of tho approvt1l the cllTier •••k, is limited
to onc..timD usc; and

(iv) Cmiers may omit disclosure of rho preeiso .tops 0 customer mu.t toke in order to grant or
deny access to CPNl, os long as the carrIer clearly communicates !bat the customer can dOllY access to his
CPNI for the call.

lIT Installces wltere lile Company seeks one-lime cllslomer approvalfor lite lise or dlsclosllre of CPNI,
lite COl/lpml,Y oblains suclt approval ilT accordance w/tlr tit. discloslutS, mellrods I1I1d requiremtllts
cantalned in Rule2008(f)•

SoetIon 64.2009 Safeguards required for os. ofeuslomor pl'Oprletary networl' lnformatlon.

•

(a) Telecommunications carriers must implemcnt 0 systcm by whicl. the status of 0 customer's
CPNI approval can be clolllty estebllshed prior to the use ofCPNI.

Tile ComllallY's billiug syslem allows aul/.orfud COmpally persall/leila ,easny delarmille rite SlaillS Of a
cuslomar's CPNI approval on tire cllstomar IICCOIlIII screen prior to lite lise or disclosllra oj'CPNI.

(b) Telecommunications carriers must train their persoonel as to when thoy oro and llIe not
outhorized to use CPN!, and caniersmust have an express disciplinary plOCesS In place.

Tlte Company 1'lIs establlshell CPNI compliance policies Ilrat b'clmle wployee trailling on restrlC/lons
ai, lire lise and dlsclosrue Of CPNI ami requIred safeguards to protect agah..,t I/Ilall/irorfud r,.e or
dIsclosure OfCPNI. Emplayee.r ',ava signed 'Ilta/llrey Imdarsland tTle CPNIpolicies alld a vlolatloll of
tlros.pollcles wlllTuulIln dlsclj,lImuJ' aellon.

(c) All c"';i.", shll1l maintain. record, elcctronlceJly 0/ In some ollier manner, of their own end
their affillot..' sales and marketing compoigns tllOt use thoir custemors' CPNI. All ccrriers sholl moinwn e
record ofall instances Where CPNlwas disclosed or provided to third palties, or where third parties were
allowed eCcass to CPNI, The record must include a desorlplion of ench eampaign, the specific CPNI thet
woa usod in tho campolgn, end what products and servlee. were offered as npart oftil. oempnign. Carriers
shall retain tho record for. minimum ofone y•.,.

Tile COI/lPI1/lY'~ CPNIpOlicies reqrtlro tllnt all sales aM lIIarketlng eallpalgns melndll'll 1I10se Tl/lII~ng

CPNIbe recorded and kqJt all file for at least on. year. R.cords are also malnlabledfor disclosure or
access to CPNI by l/tIrdparlles. TItc records Include tl,e required informallon IIsled III Rule 64.2009(e).

5



•

'>>' •

(d) TerecollUDunicolion. COI!le,. mull eslllblish a supervisory review proe..s regarding cnrrie'
compllmco with tho rul.. in this sUbpftfl for out-bound marketing situations and malnlllin record. of carrier
compllmce for a minimum perIod of 00. year. Speolllcally, sol.. p.rsonnel must oblain supervisory
appro".1 OfM)! proposed out-boond mlllieetin! reque't for ou,tomer approval.

Tho Company's CPNl poUeius require tlnpioyoes it> oblalll opproval iOll1 U,e COIIIPOlIY'S CPNI
Compllgneo Officer fOr all mame/hlg campalglls. I"dttdbrg Ilrosollllllzillg CPNI, prior 10 Mllafllll! Ihal

771e requited officer eenl/leatlon. actlollS irrket' agaiun Iiaia brokers and slIIlII"aty 0/ euSlomer
complainl documCltIs aro Incillded "'il1l Ibis accompanyluC Slalemo"l. Th. Company "'Ill fllo Ute..
docllttlou". on an animal blJSU on or bcfO,. March l/or dnfa perlailuug 10 fb. pr01>lo".• calendar year.

(f) Carriers must provide written notico within five busincss days to tbe Conunission of Wll'

Instance whero tbe opt-out lIlechllDisms do nol work properly. to such a dcgrec that consum...• inability to
opt-out is more !hanan anomaly.

(1) Tho notice 'hall be 1.0 the form ofn letter, and sballinciude th. carri.r', nam., a desCllption of
the opt-out mechanism(s) used, the problems(,) experienced, the remedy proposed and when it will belwas
Implem.nted, wblll:ber the relevant .1IIte eommission(s) has" been notified and whether it hfts taken any
action, a copy ofthc notice provided to customers, and rontlet InformaUon.

(2) Such notice mll,t be submitted even if the carrier offers other mel110d! by whlob consumers
lUayopt-out.

The CompOlly docs 1I0tcllrrMlty soUclt "opl.olll" ellstomer approval/or 1M lisa or dlsclosllr. o/CrNl.

Section 64.2010 Safeguard! on 111. disclosure of customer proprlotnry network iuformalton,

(a) Sa/eguardlng epN!. Telecommunication, CllITiers must lake reasonable measures to discover
and prolect against ottempts to gain unauthorized access to CPNI. TelecoJllJ)lunlcfttioll3 corrlers must
properly autbentlcate a customer prior to disclosing CPNI based on customer-initloted telephone contac~

onlln. account accellS, or en In·store visit.

T/Ia Compolly's CPNI polielt! alld employee Iral"llIg IlIcl"de reasol/able measures 10 ti15covor alld
protee/. agaitln activity tll1l1 is it/dleollv. 0/protextlllg and employees .,. Illsfruciad to 1I0tijjJ IlIa CPNl
Compllollce Officer IfOIIJ1'"cJ/ oollvlty 15 SlIspecled.

(b) Talephone occess /0 CPNI. T.lecoinmunications carriers lUay Duly disclosc oon detnil
information over tho telephone, based an "cuslomcr-iniUotcd telephone conl/lo~ If the customer fllst
provides the earrier with a password, a. described in parograph (e) ofthis section. that Is not prompted by
III' carri.r a.king for readily aVailable blO/l!Ophlcnl Information. or account Information. If th. custom.r
dOllS not provIde. p...word, tho telecommunicatlans carrier may only disclose coU detail Information by
sending It to the customer's address of record. or, by calling the customer'at thc l<llephone number of
record. lithe customer is able to provide call detai1lnfonuation to tile t.leconununlcotlons carrier during n
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•

customer-initiated call wlthout the telecommunications carrier', asslstanco, then the leIecommunlcations
clUTier is pennitted to dlseu.. the call detail infonnatlon provIded by the customer.

Tit. Compan)"s CPNIpallcles ensurelhnJ a cuslom., Is on~ ahle 10 access call detail Information over
tIl. tel.pIlono in on. Of th. ",ays Ilst.d In RIlle M.2QIQ(b). Q the ell.slomer cOll1101 remember Ihelr
passlVord, II,OJ' IIre,prompled to ans",er a seCllrlO' qne.sllon. Nellher th. pasSIVord nor tl,. securilJl

__....:P!!!'llon ora boseli 0/1 readll avaIlable bl a It/cal /I, ormallo/l or acconnl Informatloll. CUstomcr
service represelllat ves are /Irslrucl<d 10 oullumlleale cuslomers over Ih.lclephalle III ailinstallcesexcip='I;-------
In Il,e cas. wl,er. the cuslomer provllie.s lite call dc/all /Ilfonnatloll wllholll the assistallc, of Ihe
Campoli)'. .

(c) Online access 10 CPNl. A tolecommunlcatlon. carrier must authenticate a cu.tomer without
the u~e of readily availabl. biographical infortrnltioD, or account Informalion, prior to allowlng the
customer ooline access to CPNI related to a telecommunications service accounl. Onco authentical.d, lb.
customer may only obtain online access lD COO r.lated to a telccommunicatioDJ .ervlce account through a
password, no described inpara~h (e) oflbl••eclion, thot i. nnt pr6mpted by the =le, asking for reodlly
available biographical information, or account information.

11le C()mp((1JY~s customers dfJ not currently have acuss /0 tI,e!, account ollllne.

(d) In-Store access 10 CPNI. A telecommunications carrier may disoloso COO to • customer
who, at a carrier's rotailloeation, first prnsonls to Ibe telecommunications omlor or Its agent a valid photo
10 matching tho customer's account information.

Tile Comprm)"s CPNlpalla.. allolV lI,e Company to dlscloss call aelall CPNIlo Ille cuslomer at 0,.1011
locallon ojlerpr"feutJng a 1'IdJIipl'OIO mIltollnalcl,e. tl,s cU'lomer's aeChunt lnformallon.

(e) Establlshmenl of a Password and Bac/c,.ap AuthcnUcatioll Melhods for Lost or ForgortslI
Passwords. To establish a password, 'a 1olecommunicatioDii Qardermnst authenticate the customer withouL
the use ofreadily available biographical infonnotion, or account inforJlUltton. Telecommunicolions corrlors
m~y create a back-up euslDmcr anlbcn~eatlon melbod In II... event ofa lost or forgotten possword, but such
,back-up customer authentication method may not prompt the customer for readily avoUOOle biographlco\
'lnformotlon, or account information. If a customer cannot provide Ibe correct pas.word or the correct
'response for tho back-up customer anthenlicatlon meUlod, lh. cuotomer must establish a new password as
descrIbed in this paragrapll.

Tile Company's CPNl pollcle.s IdlolV for a f.1V W(')iS 10 eslahllsl. a possward, all of lVII/cit etl'lIre
compllat/ce will, the above paragraph. ~acl, melItod also allbWS Il,e cuslomer 10 eslilbllsl, a bock-lip or
.ecut/tJI quaslloll bl the event f1.al me)'[orgelll,elr password. 111110 evlflll doeS lit. Compatly lise readIlY
Iwal/able blograplllcal Informallon or accounl Informallon oS a back-liP queslion or as a meatl. 10
..tablislr apasslllord or aUIIIClIllealelhe CIIslJllncr.

(I) NOlificalJon of account cllanges. TcleconununlClllions carriers must notify cnstomers
immediately whenever 0 pa,sword, customer reaponse to ft back-np means of aulbentlcation for 10Sl or
forgotten passwords, online account, or address of record is created or chllDged. This notificotion is nol
required when the customer initlales .ervice, Including Ibe .electlon of a password at servic. Inltt.Uon.
This notlllcatiou may b. through a c.rrler-orlglnot,d volcen1811 or text message to the telephone number of
record, or by moil to the address of record, and must not I'eveal the changed ,information or be sent to the
new account Information.

Til. ContPOlIJi'S bilUng $JIstell> gel,erales a notifieallon le/ler fPI..1I at.)' of 1I1e jlelds Iisled in Rill.
M.2010{J) I,' erwed or c/langet! TI,e Company bnmedhtle1)' malls oulll,e lIotificatlolllO Ihe address of
recorli (never a lIelll address) wi/elI reqlllred b)' Rule 61.201Q{J). rl.. cOlltellt ofth.lJolif/caJ1oll compile.
wUI, III' reqlllrements ofRille 61.2QIQ{J).

7



(g) B'lJlness Customer Exe'mptlon. TeJCllommunlcallons crurlers may bInd themselves
contractUally 10 anthenllenllon reglmcs other than those described In thla seclion for services they provide
to thelt business customer that have bolb a dediCllted account represenlatlve and a contnlct U,.t specifically
addresses the ..niers' prolection orCmI.

1/le Company does nOlllll/lte /JI. busillos, clIS/omer excepllon alll,ls /hllt.

Sectian G4.2011 NoUncaUon of customer proprietary network inform.llon accurity
brench...

•

(a) A teleconununicatians carrier shall notify law cnforcoment ofa breach ef its cu'tomers' CPNI
.s provided in thl. sectl.n. The carrIer .hall not notify itl cnslomers or dJsclose 1IIe bleach publicly,
whether voluntarily or under state or local law ar thes. rUles, until ithes complctod the process ofnotifYiag
law enforcementpursuant to paragraph (b).

(b) As soon as practicable, lIIld in no event later 1ban seven (7) business days, aller reasonable
determination of 1IIe breach, lhe lcleconununlcalions carrIer shall elClltronlcally notify the Unlled States
Seeret Selvlce (USSS) and the Federal Bureau oflllv..lIgntlon (FBI) through a CClltrai reporting facility.
The Commission wJl1 maintain a link 10 the reporting facility at http://www.fcc.goyle.!llm>..n!.

(I) NotwilhslBndlng any statc law to die contrary, tho COlTler shall not notify ouslomers or
disclose the breach to thc public untll 7 full bU!ln... days bave passed nfIer nollfieatioll to Il,e USSS and
lbe FBI except as provided in paragrephs (2) and (3).

(2) If the carrier believes that there is an extraordinarily urgent need to notify any class ofaffected
customers sooner than oUlorwlse allowed under paragreph (I), In ordcr to avoid InuncdJate and irreparable
harlO, il ,hall so Indicate in its notification and my proceed to lnunedi.rely notify its affected customen
only nllcr coasultation wIththe rclevllnllnvestlgatillg agency. TI,e carrier shall cooperate with lbe relevllllt
investigating agency's request to mlulmize any adverse effeots orsueh oustomer notlficlltiOl1.

(3) If tho relevant investigating agency dotermines that the public disclosure or notice to
.cllstomers would impede or compromi30 an ongoing or putential criminal investigation or nntlonalsocudty,
such agency may direct lhc carrier Dot to so dl!close or nolllY for 1IIl initial pcrlod of up to 30 days. Such
period may be extended by thc agency ItS reMonable nec~sary In the Judgment of thc ogcncy. If luch
directlon is given, the agency shall notify the crurler when It appears that public disclosure or notice to
affected customers will no longer impede or compromise a criminal investigation or nalioDol security. The
agouoy shall proVide in writing its initial dh-cctlon to the carrier, lilly subsequent extClllllon, and any
notification Illa!; Ilotlco will no longer impede or compromiso a crhnlnallnve'llgnllon or national security
and such writings shall be eonlcmporaneously logged on Ihe same report~lg fucility that contulns records of
notlllcatlons filed by carriers.

(c) Recol'dkeeplng. All carriers 'hall maintain a reeord, e!Clll1'OJ1lcally or In somo other mannoI', of
any breach.. dl!.ovcred, notlfiealion IIlIlde 10 the USSS and the FBI purSuant to pOI'llgraph (b), and
notifiClltion made 10 customers. TI,e record must include, if available, dates ofdlscove'Y lIIld notification, 0

detailed descrlptlon of the CPNI lbat was tho subject oftb. breach, and tha clrcumslane.. of tho brcach.
Carriers shill rerain th. record for a minimum of2 years.

The CouWPny I,uspolicIes l1I/dproccdures In plpce 10 el/sure colI/pliance willi Rule 6f.Z0l1. WlIelllt Is
,easol/ably l!etermbled Ihal a breach lias occllrTld, II.. CPNI Compliance OffICer will nOllfJ' lalll
ell/oreel/lfllll aud Its CUSloTller IIIllIe required rlme/rames. A record a/'I" breucJ, will b. mainlalned/or
II m1lllmum 0/" tlllO yeurs olld wltl hleillde all /Jiformat/on required by Rule 64.2011.

8


